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DISTRIBUTED QUEUE PAIR STATE ON A
HOST CHANNEL ADAPTER

BACKGROUND OF INVENTION

The Infiniband® network includes nodes that communi-
cate through a channel-based switched fabric (Infiniband® is
a registered trademark of Infiniband Trade Association,
located in Beaverton, Oreg.). For example, the nodes may be
a host, an input/output subsystem, or a router which connects
to another network. The switched fabric is made up of a
collection of switches, routers, and/or links that connect a set
of channel adapters. The channel adapters form an interface
between the switched fabric and the nodes. The channel
adapter of the host is referred to as a host channel adapter. The
channel adapter of an /O subsystem is referred to as a target
channel adapter.

In Infiniband®, two processes communicate using queue
pairs. Each of the processes has a queue pair configured to
communicate with the queue pair of the other process. A
queue pair includes a send queue and a receive queue. Spe-
cifically, in order for a process to send a message to another
process, the process posts the message to the send queue. The
host channel adapter sends the message in the form of packets
to the channel adapter having the receive queue. To enable
multiple processes to simultaneously communicate using the
same hardware, it is necessary to quickly switch between
queue pairs. To facilitate this, the connection metadata that a
queue pair requires to function is stored in a data structure
known as a queue pair state. A queue pair state allows the
hardware to quickly switch between different connections by
accessing the information stored in different queue pair
states.

SUMMARY OF INVENTION

In general, in one aspect, the invention relates to a method
for managing a distributed cache of a host channel adapter
(HCA). The method includes receiving a work request includ-
ing a QP number, and determining that a QP state identified
by the QP number is not in the distributed cache. The QP state
includes data fields, and the distributed cache includes sub-
cache blocks. The method further includes retrieving the QP
state from main memory, and identifying a first portion and a
second portion of the QP state. The first portion includes a
first subset of the data fields required by a first module of the
HCA, and wherein the second portion includes a second
subset of the data fields required by a second module of the
HCA. The method further includes storing the first portion
into a first entry of a first sub-cache block associated with the
first module, where the first entry is identified by a QP index
number, storing the second portion into a second entry of a
second sub-cache block associated with the second module,
where the second entry is identified by the QP index number;
and returning the QP index number of the QP state to the first
module and the second module.

In general, in one aspect, embodiments relate to a host
channel adapter (HCA) that include modules including a first
module, configured to perform a first task, and a second
module, configured to perform a second task. The HCA fur-
ther includes sub-cache blocks for storing a plurality of queue
pair (QP) states, where the sub-cache blocks includes a first
sub-cache block, associated with the first module and a sec-
ond sub-cache block, associated with the second module. The
first sub-cache block includes a first entry, identified by a QP
index number and configured to store a first portion of a QP
state, and the second sub-cache block includes a second entry,
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identified by the QP index number and configured to store a
second portion of the QP state.

In general, in one aspects, embodiments of the invention
relate to a system that includes a host including a processor
and a main memory for storing QP states. The system further
includes a host channel adapter (HCA) operatively connected
to the host and including modules including a first module,
configured to perform a first task, and a second module,
configured to perform a second task. The HCA further
includes sub-cache blocks including a first sub-cache block,
associated with the first module, including a first entry, iden-
tified by a QP index number and configured to store a first
portion of a QP state, and a second sub-cache block, associ-
ated with the second module, including a second entry, iden-
tified by the QP index number and configured to store a
second portion of the QP state.

Other aspects of the invention will be apparent from the
following description and the appended claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 shows a host system in accordance with one or more
embodiments of the invention.

FIG. 2 shows a host channel adaptor, including a distrib-
uted cache, in accordance with one or more embodiments of
the invention.

FIG. 3 shows a queue pair state in accordance with one or
more embodiments of the invention.

FIGS. 4-5 show flow charts in accordance with one or more
embodiments of the invention.

FIGS. 6A-6B show an example in accordance with one or
more embodiments of the invention.

DETAILED DESCRIPTION

Specific embodiments of the invention will now be
described in detail with reference to the accompanying fig-
ures. Like elements in the various figures are denoted by like
reference numerals for consistency.

Inthe following detailed description of embodiments of the
invention, numerous specific details are set forth in order to
provide a more thorough understanding of the invention.
However, it will be apparent to one of ordinary skill in the art
that the invention may be practiced without these specific
details. In other instances, well-known features have not been
described in detail to avoid unnecessarily complicating the
description.

In general, embodiments of the invention are directed to a
distributed cache on a host channel adapter (HCA) that
includes multiple modules for processing work requests. The
distributed cache caches queue pair (QP) states for one or
more queue pairs. Each module of the HCA is associated with
a sub-cache block of the distributed cache. The module
accesses the corresponding or associated sub-cache block to
use the QP state to process the work requests. Specifically, the
portion of the QP state, which the module uses, is stored in the
sub-cache block associated with the module. In one or more
embodiments of the invention, each QP state stored on the
distributed cache has portions stored in a location specified by
the same QP index number of each sub-cache block. In such
embodiments, for any particular QP state, each module uses
the same QP index number as the other modules to access the
particular QP state. In one or more embodiments of the inven-
tion, logic for the distributed cache is centralized. Only the
memory portion and logic for accessing the particular
memory portion given a particular QP index number is in the
sub-cache block. In such embodiments, the sub-cache block
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does not include logic for determining when or which entries
to replace in the sub-cache block or where to store new
entries. Rather, such logic is centralized in one or more
embodiments of the invention.

By way of an overview, a communication system may
include a transmitting system and a receiving system, which
each are any type of physical computing device connected to
the Infiniband® network. By way of an example of the trans-
mitting system and the receiving system, the transmitting
system and/or a receiving system may be a host system, such
as the host system described in FIG. 1 and below. In one or
more embodiments of the invention, for a particular message,
the transmitting system is a system that sends the message and
the receiving system is a system that receives the message. In
other words, the use of the words, “transmitting” and “receiv-
ing”, refer to the roles of the respective systems for a particu-
lar message. The roles may be reversed for another message,
such as a response sent from receiving system to transmitting
system. For such a message, the receiving system becomes a
transmitting system and the transmitting system becomes a
receiving system. Thus, communication may be bi-direc-
tional in one or more embodiments of the invention. In one or
more embodiments of the invention, one or more messages
may include a work request. A work request is a request to
perform an action.

The work request may be directed to an application or the
HCA (discussed below) that is interposed between the device
executing application and the network. Specifically, the trans-
mitting system and the receiving system include a requestor
application and a responder application, respectively. The
requestor application is the application that sends the mes-
sage and the responder application is the application that
receives the message.

Applications communicate using QPs. Specifically, each
application includes a send queue and a receive queue which
together make a QP. Each QP includes functionality to com-
municate exclusively to a matched QP associated with a dif-
ferent application. The send queue of the QP is set up to send
data packets to the receive queue of the matched QP, and vice
versa.

FIG. 1 shows a schematic diagram of a host system (100) in
one or more embodiments of the invention. In one or more
embodiments of the invention, the host system (100) is any
physical computing device. Specifically, the host system
(100) includes at least a minimum amount of hardware nec-
essary to process instructions to perform one embodiment of
the invention. As shown in FIG. 1, the host system (100)
includes a host (100) and an HCA (102) in one or more
embodiments of the invention. These components are dis-
cussed below.

In one or more embodiments of the invention, the host
(100) includes an HCA driver (122), and operating system
(120), and a root complex (112). In one or more embodiments
of the invention, the HCA driver (122) is software that pro-
vides an interface to the HCA (102) for the operating system
(120). Specifically, when the operating system (120), on its
own behalf or on behalf of an application, wants to send work
requests to the HCA (102), the operating system (120)
invokes a routine in the HCA driver (122).

Continuing with the host, the host (100) includes hardware
(109). The hardware (109) may include, for example, a cen-
tral processing unit (CPU) (110), memory (113), and a root
complex (112). In one or more embodiments of the invention,
the CPU (110) is a hardware processor component for pro-
cessing instructions of the host. The CPU (110) may include
multiple hardware processors. Alternatively or additionally,
each hardware processor may include multiple processing
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cores. In general, the CPU (110) is any device configured to
execute instructions on the host (100).

In one or more embodiments of the invention, the memory
(113)is any type ot hardware device for storage of data. In one
or more embodiments of the invention, the memory (113)
may be partitioned. In one or more embodiments of the inven-
tion, the memory (113) includes functionality to store a com-
plete set of QP states. Specifically, the QP state for all QPs of
the host are stored in memory in one or more embodiments of
the invention.

In one or more embodiments of the invention, a QP state
includes information about the status and control information
about the QP. In one or more embodiments of the invention,
the QP state includes multiple data fields. Each data field is a
particular item of the QP state. In other words, each data field
may provide a granular piece of data about the corresponding
QP. For example, the data fields of a QP state may correspond
to status and control information for the send queue and
receive queue corresponding to the QP, the number of pend-
ing requests, size of the send queue, a QP number for the
remote node (i.e., the node with which the application is
communicating using the QP), one or more sequence num-
bers (e.g., send queue sequence number, completion queue
sequence number), where data from a last packet is stored in
memory, an index to one or more descriptors, acknowledge-
ment timeout period for how long before an acknowledge-
ment is expected from the responder before retransmission,
and parameters for whether certain actions are enabled for the
QP (e.g., whether remote direct memory access (RDMA)
read is enabled, whether RDMA write is enabled, whether
atomic operations are enabled, and whether other actions are
enabled). The QP state may include other data fields without
departing from the scope of the invention

In one or more embodiments of the invention, the root
complex (112) includes functionality to connect the CPU and
memory subsystem to a peripheral component interconnect
(PCI) Express switch fabric. Specifically, in one or more
embodiments of the invention, the root complex (112) con-
nects the host (100) to the HCA (102). Although FIG. 1 shows
the root complex (112) as separate from the CPU (110), the
root complex (112) may be integrated as part of the CPU.

The root complex (112) includes an input/output memory
management unit (IOMMU) (124) in one or more embodi-
ments of the invention. The IOMMU (124) includes function-
ality to connect a direct memory access (DMA) input/output
(I/0) bus to the memory. In one or more embodiments of the
invention, the IOMMU (124) includes functionality to trans-
late addresses from one level of abstraction to another.

Continuing with FIG. 1, the host (100) is connected to the
HCA (102). In one or more embodiments ofthe invention, the
connection between the host (100) and the HCA (102) may be
a PCI express connection. Specifically, the HCA may connect
to a PCI express fabric connector on the host.

In one or more embodiments of the invention, the HCA
(102) is a hardware device configured to connect the host
(100) to the Infiniband® network (140). Specifically, the
HCA (102) includes functionality to receive work requests
from the host (100) and process the work requests. Processing
the work requests may include performing DMA with host
memory to obtain and store packet data and to obtain control
information, performing any validation required on the
packet data, generating packets from the packet data, and
sending and receiving packets on the Infiniband® network
(140).

Continuing with FIG. 1, FIG. 1 shows a schematic diagram
of'the HCA (102) from the prospective of the host (100). As
shown in FIG. 1, the HCA (102) includes at least one Infini-
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band® port (e.g., Infiniband® port 1 (126a), Infiniband® port
2 (126b)), a resource pool (128), and an embedded processor
subsystem (130). Each of the components of the HCA is
discussed below.

In one or more embodiments of the invention, an Infini-
band® port (e.g., Infiniband® port 1 (126a), Infiniband® port
2 (1265)) is a physical interface connector between the HCA
(102) and the Infiniband® network (140). Although FIG. 1
shows two Infiniband® ports, a different number of ports may
exist without departing from the invention.

The resource pool (128) is a collection of resources that are
required to send and receive packets on the Infiniband® net-
work. Specifically, the resource pool (128) corresponds to the
collection ofhardware and stored data that is accessible by the
host (100) and may be shared among virtual machines on the
host (100). The resource pool (128) is discussed in FIG. 2
below.

The embedded processor subsystem (130) corresponds to
processing logic for executing instructions on the HCA (102).
In one or more embodiments of the invention, the embedded
processor subsystem includes an embedded processor that
includes functionality to execute software or firmware.

FIG. 2 shows a schematic diagram of a HCA (200) con-
necting a host (202) having main memory (246) to an Infini-
band® network (204) in one or more embodiments of the
invention. The host, network, and memory may correspond to
the like named components of FIG. 1.

As shown in FIG. 2, the HCA (200) may include multiple
modules. Each module includes functionality to perform a
task for processing a work request. The multiple modules
may include one or more of a collect buffer unit module (206),
a receive queue scheduler (RQS) module (210), a direct
memory access (DMA) module (212), an Infiniband® packet
builder module (214), one or more Infiniband® ports (220), a
completion module (216), an Infiniband® packet receiver
module (222), a receive module (226), a descriptor fetch
module (228), a receive queue entry handler module (230),
and a DMA validation module (232). The respective modules
correspond to both transmitting processing logic for sending
messages on the Infiniband® network (204) and receiving
processing logic for receiving messages from the Infiniband®
network (204). In one or more embodiments of the invention,
the collect buffer unit module (206), RQS module (210),
direct memory access (DMA) module (212), Infiniband®
packet builder module (214), and completion module (216)
may be components of the transmitting processing logic.

In one or more embodiments of the invention, each module
may correspond to hardware and/or firmware. Each module is
configured to process data units. Each data unit corresponds
to a command or a received message or packet. For example,
a data unit may be the command, an address of a location on
the communication adapter storing the command, a portion of
a message corresponding to the command, a packet, an iden-
tifier of a packet, or any other identifier corresponding to a
command, a portion of a command, a message, or a portion of
a message. A command or received message may be consid-
ered a work request.

The dark arrows between modules show the transmission
path of data units between modules as part of processing work
requests and received messages in one or more embodiments
of the invention. Data units may have other transmission
paths (not shown) without departing from the invention. Fur-
ther, other communication channels and/or additional com-
ponents of the HCA (200) may exist without departing from
the invention. Each of the components of the resource pool is
discussed below.
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The collect buffer controller module (206) includes func-
tionality to receive work request data from the host and store
the work request data on the HCA. Specifically, the collect
buffer controller module (206) is connected to the host and
configured to receive the work request from the host and store
the work request in a buffer. When the work request is
received, the collect buffer controller module is configured to
issue a kick that indicates that the work request is received.

In one or more embodiments of the invention, the RQS
module (210) includes functionality to load balance work
requests received from applications and to obtain QP state
information for the QP corresponding to the data unit. Fur-
ther, the RQS module (210) may include functionality to
inform the cache control module (238) of the new queue pair
state.

In one or more embodiments of the invention, the DMA
module (212) includes functionality to perform DMA with
host memory. The DMA module may include functionality to
determine whether a work request in a data unit or referenced
by a data unit identifies a location in host memory that
includes payload. The DMA module may further include
functionality to validate that the process sending the work
request has necessary permissions to access the location, and
to obtain the payload from the host memory, and store the
payload in the DMA memory. Specifically, the DMA
memory corresponds to a storage unit for storing a payload
obtained using DMA.

Continuing with FIG. 2, in one or more embodiments of the
invention, the DMA module (212) is connected to an Infini-
band® packet builder module (214). In one or more embodi-
ments of the invention, the Infiniband® packet builder mod-
ule includes functionality to generate one or more packets for
each data unit and to initiate transmission of the one or more
packets on the Infiniband® network (204) via the Infini-
band® port(s) (220). In one or more embodiments of the
invention, the Infiniband® packet builder module may
include functionality to obtain the payload from a buffer
corresponding to the data unit, from the host memory, and
from an embedded processor subsystem memory.

In one or more embodiments of the invention, the comple-
tion module (216) includes functionality to generate comple-
tions for work requests. For example, the completion module
may include functionality to manage packets for QPs set in
reliable transmission mode. Specifically, in one or more
embodiments of the invention, when a QP is in a reliable
transmission mode, then the receiving channel adapter of a
new packet responds to the new packet with an acknowledge-
ment message indicating that transmission completed or an
error message indicating that transmission failed. The
completion module (216) includes functionality to manage
data units corresponding to packets until an acknowledge-
ment is received or transmission is deemed to have failed
(e.g., by a timeout).

In one or more embodiments of the invention, the Infini-
band® packet receiver module (222) includes functionality to
receive packets from the Infiniband® port(s) (220). In one or
more embodiments of the invention, the Infiniband® packet
receiver module (222) includes functionality to perform a
checksum to verify that the packet is correct, parse the head-
ers of the received packets, and place the payload of the
packet in memory. In one or more embodiments of the inven-
tion, the Infiniband® packet receiver module (222) includes
functionality to obtain the QP state for each packet from a QP
state cache. In one or more embodiments of the invention, the
Infiniband® packet receiver module includes functionality to
transmit a data unit for each packet to the receive module
(226) for further processing.
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In one or more embodiments of the invention, the receive
module (226) includes functionality to validate the QP state
obtained for the packet. The receive module (226) includes
functionality to determine whether the packet should be
accepted for processing. In one or more embodiments of the
invention, if the packet corresponds to an acknowledgement
or an error message for a packet sent by the HCA (200), the
receive module includes functionality to update the comple-
tion module (216).

Additionally or alternatively, the receive module (226)
includes a queue that includes functionality to store data units
waiting for one or more reference(s) to bufter location(s) or
waiting for transmission to a next module. Specifically, when
a process in a virtual machine is waiting for data associated
with a QP, the process may create receive queue entries that
reference one or more buffer locations in host memory in one
or more embodiments of the invention. For each data unit in
the receive module, the receive module includes functionality
to identify the receive queue entries from a HCA cache or
from host memory, and associate the identifiers of the receive
queue entries with the data unit.

In one or more embodiments of the invention, the descrip-
tor fetch module (228) includes functionality to obtain
descriptors for processing a data unit. For example, the
descriptor fetch module may include functionality to obtain
descriptors for a receive queue, a shared receive queue, a ring
buffer, and the completion queue.

In one or more embodiments of the invention, the receive
queue entry handler module (230) includes functionality to
obtain the contents of the receive queue entries. In one or
more embodiments of the invention, the receive queue entry
handler module (230) includes functionality to identify the
location of the receive queue entry corresponding to the data
unit and obtain the buffer references in the receive queue
entry. In one or more embodiments of the invention, the
receive queue entry may be located on a cache of the HCA
(200) or in host memory.

In one or more embodiments of the invention, the DMA
validation module (232) includes functionality to perform
DMA validation and initiate DMA between the HCA and the
host memory. The DMA validation module includes func-
tionality to confirm that the remote process that sent the
packet has permission to write to the buffer(s) referenced by
the buffer references, and confirm that the address and the size
of the buffer(s) match the address and size of the memory
region referenced in the packet. Further, in one or more
embodiments of the invention, the DMA validation module
(232) includes functionality to initiate DMA with host
memory when the DMA is validated.

Continuing with FIG. 2, the HCA (200) includes a distrib-
uted cache (234) in one or more embodiments of the inven-
tion. The distributed cache (234) includes functionality to
store a portion of the QP states in memory (246) on the HCA
(200). The distributed cache (234) includes a cache controller
module (238) and multiple sub-cache blocks (236A-1). Each
sub-cache block (236A-]) is associated with a module of the
packet processing pipeline of the HCA (200). In other words,
each module has a single corresponding sub-cache block that
the module accesses. In one or more embodiments of the
invention, each sub-cache is only accessed by the single mod-
ule. Thus, a one-to-one relationship may exist between mod-
ules and sub-cache blocks. Additionally, the cache control
module (238) may include a QP index table (240) and an
address table (242), which store QP state locations within the
cache and memory, respectively. In one embodiment of the
invention, the distributed cache (234) includes a central cache
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block (244) The address table (242) and QP index table (240)
may be stored within the central cache block (244).

In one or more embodiments of the invention, a sub-cache
block (236) is a distinct physical cache that is associated with
amodule of the HCA (200). A sub-cache block (236) may be
static random-access memory (SRAM), dynamic random-
access memory (DRAM), or any similar type of memory or
temporary storage. A sub-cache block (236) may be located
within the module with which it is associated. Alternately, a
sub-cache block (236) may be located immediately adjacent
to its associated module. In one or more embodiments of the
invention, each sub-cache block (236) may be a partition of a
single, monolithic physical cache. The management of the
sub-cache blocks (236) may be handled directly by the cache
control module (238).

Each of the sub-cache blocks (236) includes multiple
entries. Each entry of a sub-cache block includes functional-
ity to store a QP state (or a portion thereof). Each entry may
include multiple data fields, and each data field stores a granu-
lar piece of the data for the QP state. The entries of every
sub-cache block (236) may be identically addressed. In other
words, entries of different sub-cache blocks (236) identified
by the same QP index number may only store data fields from
the same QP state. However, the same entry within different
sub-cache blocks (236) (i.e., entries associated with the same
QP index) may store different data fields. For example, a
cached QP state may have data fields stored across all of the
sub-cache blocks (236) of the distributed cache (234). Each of
the sub-caches (236) might have an entry identified as QP
index 1 and an entry identified as QP index 2. If a portion of
the cached QP state is stored in the entry identified by QP
index 1 in a first sub-cache block (236), then the portions of
the cached QP state stored in the other sub-cache blocks (236)
will only be found in the entry identified by QP index 1 of
those sub-cache blocks (236). A second cached QP state may
have all of its portions stored exclusively in entries of the
sub-cache blocks (236) identified by QP index 2. In one or
more embodiments of the invention, even though the entries
are identically addressed (i.e., by identical QP index num-
bers) in different sub-cache blocks (236), the size of indi-
vidual entries may not be consistent across the different sub-
caches (236), as different modules may not require the same
amount of data or the same number of data fields from a QP
state. Additionally, the entries, and even the sub-cache block
(236) itself, may be further divided to accommodate the vary-
ing permissions of different types of data fields.

In one or more embodiments of the invention, the distrib-
uted cache (234) includes a central cache block (244). The
central cache block (244) may be compositionally and func-
tionally the same as a sub-cache block (236), but accessible to
all modules of the HCA (200). The central cache block (244)
may also be configured to store the address table (242). The
central cache block (244) may be further configured to store
QP states that are not located in the sub-cache blocks (236).
Alternately, or additionally, the central cache block (244)
may include a partition addressed identically to the sub-cache
blocks (236) to fulfill the role of the public sub-cache block
(236). In one or more embodiments of the invention, there
may be multiple central cache blocks (244), each storing
different types of data. Additional central cache blocks (244)
may also be used to implement a multi-level cache or other
cache architecture in addition to the distributed cache (234).

The cache control module (238) is a component of the
distributed cache (234) which includes the processing logic
and metadata storage of the distributed cache. The cache
control module (238) may be configured to communicate
with the different modules of the HCA (200), the address
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table (242) and the QP index table (240), in addition to the
sub-cache blocks (236). In one or more embodiments of the
invention, the address table (242) and the QP index table
(240) are integrated directly into the cache control module
(238). The cache control module (238) may additionally
include the central cache block (244) which may store the
address table (242), the QP index table (240) and all or part of
multiple QP states.

The address table (242) is a data structure within the dis-
tributed cache (234) which includes the location of every QP
state in memory. The address table (242), or a portion thereof,
may be located in a central cache block (244) of the distrib-
uted cache (234) along with other cached data. Alternatively
or additionally, a distinct physical memory may be used to
store the address table (242). In one or more embodiments of
the invention, the address table may be located in main
memory (246). In one or more embodiments of the invention,
the QP states are stored in identically sized frames arranged
linearly in main memory (246), so the location can be
obtained with a simple address translation, and the address
table (242) may be omitted. Other mechanisms for imple-
menting an address table (242) or analogous data structure
may be used without departing from the scope of the inven-
tion.

The QP index table (240) is a data structure located in the
distributed cache (234), which includes an entry correspond-
ing to every QP state within the distributed cache (234).
Specifically, the QP index table (240) stores the QP index
number of every QP state currently cached. In one or more
embodiments of the invention, the QP index table associates,
for each QP state in the distributed cache, the QP number with
the QP index number. The QP index table (240) may be
located within a centralized cache (244), a distinct physical
entity, or elsewhere. In one or more embodiments of the
invention, the QP index table (240) is stored in a content
addressable memory (CAM, also ‘associative memory’)
table. A CAM table is a memory structure configured to be
searched using a keyword, and to return any addresses asso-
ciated with the keyword. In one or more embodiments of the
invention, the keyword by which the QP index table (240) is
searched is a QP number.

Each index entry in the QP index table (240) may store
metadata associated with the QP number. In one embodiment
of the invention, the metadata may include a reference
counter, configured to track the number of pending work
requests associated with the QP state. In one embodiment of
the invention, the distributed cache (234) has a sufficient
number of entries to ensure that all QP states for which there
is still a pending work request can be simultaneously cached.
In one embodiment of the invention, 2 k entries may exist in
each sub-cache block (236) and, subsequently, 2 k QP index
numbers may exist identifying the sub-cache block. The com-
position and contents of the index entry may encompass a
wide variety of possible implementations, which may be
used, based on the requirements and capabilities of the system
architecture.

In one or more embodiments of the invention, the QP index
information associated with a QP state may be propagated
through the modules that make up packet processing pipeline
of'the HCA (200) along with other meta-data associated with
the work request. The QP index number of the QP state may
be obtained by a request to the QP index table (240) by the
RQS module (210) and the IPBR module (222) The request-
ing module may additionally be configured to access the
address table (242) to obtain the location of the QP state in
main memory (246). In one or more embodiments of the
invention, the cache control module (238) may, in response to
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a cache miss, read the appropriate QP state into the cache, and
the requesting module obtains the location by rereading the
QP index table (240). Alternately, the QP index table (240)
and address table may only be internally accessible to the
cache control module (238), which then provides the appro-
priate information to the requesting module.

FIG. 3 shows an example diagram of an example QP state
(300A, 300B) in accordance with one embodiment of the
invention. As shown in FIG. 3, the QP state may include
multiple data fields (301A, 302A, 304 A, 301B, 302B, 304B)
in accordance with one or more embodiments of the inven-
tion. Specifically, the data stored within the QP state is
arranged into data fields (301A, 302A, 304 A, 301B, 302B,
304B). The information stored in a given data field (e.g., QP
state A data field 2 (302A), QP state B data field 2 (302B))
may include distinct data structures used to store metadata
such as a data item, or multiple related data items associated
with the a particular function or requirement of the QP. In one
embodiment of the invention, the data fields are used to store
information related to the current contents, structure and pur-
pose of the QP between uses. Additionally, the data fields
(301A,302A,304A,301B, 302B, 304B) may be used to pass
information between the different modules in the pipeline.
The information passed may include error alerts, indications
of the availability of data, resources, or results, sequencing
information, and the like. Different data fields (301A, 302A,
304A, 301B, 302B, 304B) may be stored in different sub-
cache blocks (236.1, 236.2, 236.4) of the distributed cache
depending on type. The data associated with a particular data
field (e.g., 301A, 301B, 304A, 304B) may be stored in a
single sub-cache block (236.1, 236.4). Alternately, data asso-
ciated with a data field (e.g., 302 A, 302B) may have multiple
copies cached in various locations (e.g., 236.1, 236.2) within
the distributed cache.

Different modules within the packet processing pipeline
may require different combinations of the data fields (301A,
302A, 304A, 301B, 302B, 304B) in order to function. The
appropriate data fields (301A, 302A, 304A, 301B, 302B,
304B) are stored in the sub-cache blocks (236.1, 236.2,
236.4) associated with the modules, which require the data.

In one embodiment of the invention, each sub-cache block
(236.1) includes multiple entries (306.1.1, 306.1.2). Each of
the entries (306) within a single sub-cache block (236) may
store the same subset of the data fields (301A, 302A, 304A,
301B, 302B, 304B) from every QP state (300) currently
cached in the distributed cache. In other words, if QP state A
data field 2 (302A) is in sub-cache block 1 (236.1), then
sub-cache block 1 (236.1) also includes data field 2 of each
other QP state in the distributed cache. The entries (306.1.1,
306.1.2) may be identified by QP index numbers. A QP index
number is an address (e.g., 0x1, 0x2) of the entry storing data
associated with a QP state in a sub-cache block.

In one embodiment of the invention, different subsets of
data fields (301A, 302A, 304A, 301B, 302B, 304B) from the
same QP state (300A, 300B) are stored in different sub-cache
blocks (236.1, 236.2, 236.N). However, data fields (301A,
302A, 304A) from a single QP state (300A) are stored in an
entry (306.1.1, 306.2.1, 306.N.1) of each respective sub-
cache block (236.1, 236.2, 236.N) identified by the same QP
index number (306x1).

In one or more embodiments of the invention, the data
fields (301A, 302A, 3044, 301B, 302B, 304B) may be cat-
egorized according to permissions for accessing the QP state.
In one or more embodiments of the invention, a data field
(301A, 302A, 304A, 301B, 302B, 304B), stored in the QP
state may be private, read only, broadcast and public. Inone or
more embodiments of the invention, the data located in a data
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field (301, 304) falling in the ‘private’ category may only be
accessed by a single module at a time. In one or more embodi-
ments of the invention, the private field (301, 304) may only
be cached in the sub-cache block (236.1, 236.N) associated
with the module with privilege to access it. In one or more
embodiments of the invention, the private field (301, 304)
may have an optional write privilege.

In one or more embodiments of the invention, the data
located in a ‘read only’ data field (302) may be accessible to
multiple modules simultaneously, but cannot be altered.
There may be multiple identical copies of the data stored
within a read only field (302) cached in the sub-cache blocks
(236.1, 236.2) of multiple modules simultaneously.

In one or more embodiments of the invention, the data
located in a ‘broadcast’ data field (302) may be read by
multiple modules simultaneously, but may only be written by
one module. In one or more embodiments ofthe invention, the
data of'a broadcast field (302) is cached on multiple modules
simultaneously, with only one of the modules privileged to
write the broadcast field (302). The privileged module is
configured to broadcast any changes made to the local copy to
the additional modules with cached copies of the broadcast
field (302).

In one or more embodiments of the invention, the data
located in a ‘public’ data field (302) may need to be written
and read by all modules simultaneously. In one or more
embodiments of the invention, the public field is not stored in
the module-specific sub-cache blocks. In alternative or addi-
tional embodiments, the contents of a public data field (302)
may be divided and stored within various sub-cache blocks
(236) of the distributed cache as though the contents were
other types of data fields (302). Alternatively or additionally,
the modules may include functionality to perform the same
tasks using data structures that represent slightly different
data from that which was originally used in the public field
(302). The data structures may be stored in other types of data
fields within the various sub-cache blocks (236). In one
embodiment of the invention, the data that would have been
stored in the public data field (302) is generated as needed
using the different data.

In various embodiments of the invention, a QP state (300)
may include any number of data fields (301, 302, 304) in any
combination of the described categories. The combination
used may vary depending upon the metadata requirements of
the particular system being used. Further, in one or more
embodiments of the invention, the data of a QP state (300)
may be organized into alternate, altered, or additional types of
data fields (302). These unmentioned data fields (302) may be
defined based on expanded or alternate characteristics of the
data being stored, or may be different groupings of the same
data based on the altered requirements of the system.

In one or more embodiments of the invention, the catego-
rization of the data fields may be by the HCA or maintained in
main memory. For example, main memory may include an
identifier of the permissions associated with each data field.
Alternatively or additionally, the categorization may be
implied. For example, for each data field, the HCA may be
configured to distribute the data field, use the data field, and
perform any required sharing according to the permissions.
For example, the hardware of a module of the HCA may be
configured to automatically notify another module of changes
to a particular data field even though the category of the
particular data field is not expressly listed or otherwise
expressly associated with the particular data field.

FIG. 4 shows a method for managing the distributed cache
in accordance with one or more embodiments of the inven-
tion. While the various steps in this flowchart are presented
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and described sequentially, one of ordinary skill, having ben-
efit of this disclosure, will appreciate that some or all of the
steps may be executed in different orders, may be combined
or omitted, and some or all of the steps may be executed in
parallel. Furthermore, the steps may be performed actively or
passively. For example, some steps may be performed using
polling or be interrupt driven in accordance with one or more
embodiments of the invention. By way of an example, deter-
mination steps may not require a processor to process an
instruction unless an interrupt is received to signify that con-
dition exists in accordance with one or more embodiments of
the invention. As another example, determination steps may
be performed by performing a test, such as checking a data
value to test whether the value is consistent with the tested
condition in accordance with one or more embodiments of the
invention.

In Step 400, the cache control module receives a work
request from a module in the HCA pipeline. A work request
indicates that the HCA pipeline will be handling traffic on a
certain QP, and thus the QP state associated with that QP will
need to be made available to the HCA pipeline. The work
request includes a QP number by which both the QP and QP
state are identified. In one embodiment of the invention, the
work request may originate in the host system, or in a device
driver of the HCA. The work request may be passed to mod-
ules along the pipeline as they are needed to perform tasks.
The work request may not be passed directly to the cache
control module, which may receive the access requests from
the RQS Module, if the QP is being used for outgoing network
traffic, or from the IBPR Module, if the QP is being used for
incoming traffic. The access request may take the form of a
QP index lookup. In one or more embodiments of invention,
other pipeline modules may request access to a QP state as
well.

In Step 402, an index entry associated with the requested
QP is queried in the QP index table. In one or more embodi-
ments of the invention, the QP index table is queried using the
QP number to obtain the QP index of the entries in the dis-
tributed cache in which the QP state is located. In one or more
embodiments of the invention, the QP index table is accessed
by the cache control module using the QP number provided in
the work request, and the entry is then retrieved by the cache
control module. Alternately, the entry may be retrieved by the
pipeline module, which sent the work request.

In Step 404, a determination is made as to whether the
requested QP state is currently in the distributed cache. In one
or more embodiments of the invention, determining whether
the requested QP state is in cache may include determining
whether the QP number of the requested QP state is in the QP
index table. If the QP index table includes an index entry
having the QP number corresponding to the requested QP,
then the QP state is cached, and located in sub-cache block
entries associated with that QP index number specified by the
index entry.

In Step 406, if the QP state is not currently cached, the QP
state is retrieved from memory. In one or more embodiments
of the invention, the address of the QP state within main
memory is indexed in an address table located in the distrib-
uted cache. Alternately, a function may be performed using a
predefined structure of the QP states within memory to obtain
the address. The QP state may be read directly from main
memory into the distributed cache. Portions that are required
for different modules may be read independently, and written
directly to the sub-cache block associated with the correct
module, or it may be read into an intermediate address in the
central cache block.
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In Step 408, the QP state is partitioned into portions and the
portions are written into the appropriate sub-cache blocks in
one or more embodiments of the invention. Step 408 may
occur in parallel with or after Step 406. The QP state is
divided into atomic data fields, which are written into the
sub-cache blocks according to what is required by the differ-
ent pipeline modules. Some data fields may only be written to
a single sub-cache block, and some data fields may be dupli-
cated across many sub-cache blocks. The sub-cache blocks
may be further divided according to access permissions. For
example, data stored in a private field may be written into a
portion of a sub-block cache that is only accessible to its given
module, and data that is in a broadcast field may be written
into a portion of the sub-block cache that can be accessed by
other modules in the pipeline as required. Public fields may be
split up into other types of data fields and distributed to the
sub-cache blocks in which they are required. Alternatively, or
additionally, a specific set of data fields associated with a
specific public field, some of which may not be included in
the public field, are written into the various sub-cache blocks.

In one or more embodiments of the invention, the sub-
cache block(s) in which a data field is to be stored may be
predefined within the distributed cache. For example, data
field A is always stored in sub-cache 1, data field B is always
stored in sub-cache block 2 and sub-cache block 3. The dis-
tribution of the data fields may also be predefined according
to the intended use of the QP. Alternately, each of the pipeline
modules may request a specific portion of a QP state that it
requires. In one or more embodiments of the invention, the
division of the QP state may be specified by metadata asso-
ciated with, or stored within the QP state itself.

In order to write the QP state into the distributed cache,
eviction of a currently cached QP state may be required. In
one or more embodiments of the invention, which QP state to
evict is determined by checking the reference counter in the
index entries of presently cached QP states. The reference
counter may be used since QP states that have no pending
work requests may be preferable candidates for eviction.
Alternately, the cache control module may track usage of QP
states in the cache, and evict based on frequency of use, or
time elapsed since last use. Other cache eviction algorithms
may be used without departing from the scope of the inven-
tion.

In Step 410, the QP index table is modified to reflect the
work request. If the QP state was already cached, the refer-
ence counter located within the index entry associated with
the QP state is incremented. The reference counter keeps
track of the number of pending work requests for the QP. The
reference counter may be decremented after the work request
has been processed. If the QP state had to be retrieved from
memory, and a cached QP state evicted, then the index entry
associated with the evicted QP state is changed to reflect the
information of the newly cached QP state.

In Step 412, the QP index number of the QP state is dis-
seminated to the pipeline modules. In one or more embodi-
ments of the invention, which modules require which data
fields of the QP state is maintained by the cache control
module. Specifically, the cache control module may store the
data fields in the corresponding sub-cache blocks of modules
that use the data fields. Which modules require which data
fields may be maintained in hardware, firmware, or a combi-
nation thereof in one or more embodiments of the invention.

In one or more embodiments of the invention, the pipeline
modules may be actively informed of the QP index number of
the QP state within the distributed cache immediately after
the work request is received and the QP state located within
the cache. The QP index number of sub-cache block entries in
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which the QP state is located is added to the meta-data asso-
ciated with the work request, and carried through the pipeline
along with along with the work request. Alternatively, the
modules may query the index, or cache control module, to
obtain the location of a QP state as the QP state is needed.

FIG. 5 shows a method for the use of data fields in a
distributed QP state in accordance with one or more embodi-
ments of the invention. While the various steps in this flow-
chart are presented and described sequentially, one of ordi-
nary skill, having benefit of this disclosure, will appreciate
that some or all of the steps may be executed in different
orders, may be combined or omitted, and some or all of the
steps may be executed in parallel. Furthermore, the steps may
be performed actively or passively. For example, some steps
may be performed using polling or be interrupt driven in
accordance with one or more embodiments of the invention.
By way of an example, determination steps may not require a
processor to process an instruction unless an interrupt is
received to signify that condition exists in accordance with
one or more embodiments of the invention. As another
example, determination steps may be performed by perform-
ing a test, such as checking a data value to test whether the
value is consistent with the tested condition in accordance
with one or more embodiments of the invention.

In Step 500, a module in the packet processing pipeline
initiates an access to a data field. The data field may be cached
within the local sub-cache block of the module or stored in the
central cache block of the distributed cache. In one or more
embodiments of the invention, the data field may be located
within the sub-cache block of a different module in the pipe-
line, to which the module has access privileges. The module
may have been previously aware of the location of the data
field. Alternately, the module may have to look up the location
in the distributed cache index, or request the location from the
cache control module. The characteristics of the type of data
field may also factor in to the location, in which case this step
follows the determination of data field type.

In Steps 502-506, a determination is made as to what type
of data field is required by the module. Specifically, in Step
502, a determination is made whether the data field is private.
If the data field is private, then only the module has access to
the data field, and the data field is located in the local sub-
cache of the module. In one or more embodiments of the
invention, the sub-cache block may be divided into further
sub-blocks based on permissions, in which case the private
field will be located in a block that is private to the module. In
one or more embodiments of the invention, a module may be
require additional permissions in order to alter the data stored
in a private field. A permission to write the data field may be
implicit to the use of the data, or may require the module to
check and obtain permission before modifying the flag.

In Step 504, a determination is made whether the data field
is read-only in one or more embodiments of the invention. If
the data field is read-only, then every module may have unlim-
ited access to read its contents. The read-only field may be
stored in the local sub-cache block of the module or in the
central cache block. The location of the read-only field may
be fixed based on the implementation of the invention, and
may vary depending on how the data is used, expected
demand, performance optimization, and the limitations of the
system. In one or more embodiments of the invention, the
location of the field may be dynamic and based on situation
specific variables. The rules governing location may vary for
different fields in the same implementation.

In Step 506, a determination is made whether the data field
is a broadcast field. If the data field is a broadcast field, the
multiple modules may have access to it, but only one field has
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permission to write it. In Step 508, a determination is made
whether the module has permission to write to the data field.
If the module has permission to write to the broadcast field,
then no other module will have modified it, and the data in the
field will implicitly be up-to-date and the module is free to
access the data within the broadcast field. In one or more
embodiments of the invention, if contents of the data field are
modified by the access, then the module broadcasts the
altered data field to additional modules which have the data
field cached. The additional modules may then update their
respective cached versions to reflect that of the broadcasting
module. Methods by which this might be achieved are dis-
cussed in Step 510 below.

In Step 510, if the module is accessing the broadcast field,
but does not have write permissions, then a different module
implicitly does and the broadcast-receiving module must
verify that the data in the cached field is up-to-date. In one or
more embodiments of the invention, the modules may be
configured to communicate directly, and upon making any
changes, the broadcast-receiving module may broadcast the
change to the remainder of the modules, which require the
field. In one or more embodiments of the invention, the broad-
cast may simply be an alert that the contents of the field have
changed. Alternately, or additionally, the broadcasting mod-
ule may be configured to access the cache of other modules
and change their contents directly, and Step 510 may be
omitted. Alternately or additionally, the field may be cached
centrally or broadcast-receive modules enabled to access the
field within the sub-cache block of the broadcasting module.
In such a scenario, a locking system or access queue for that
data field may be implemented to control access to the data
field. In one or more embodiments of the invention, the cache
control module ensures that a current copy is maintained
throughout the distributed cache. Specifically, the cache con-
trol module may receive the update from the module that
wrote to the data field, and transmit the update to the remain-
ing sub-cache blocks that have the data field.

In Step 512, if the data field is not private, read-only or
broadcast, the data field is public. A public field includes data
that is both written and read by multiple modules. In one
embodiment of the invention, the sub-cache block associated
with the accessing module stores a data field, or data fields,
that store a subset of the data components within the public
field. In this case, the separated components are accessed as
though they were part of the public field. Access to the sepa-
rated components may also be restricted by the rules govern-
ing access to the data field type of the component. Alternately,
the data fields used in lieu of the public field may be distinct
from the data stored in the public field These distinct data
fields may be used to calculate the component data in addi-
tional data fields.

For example, if the public field stores a counter tracking
requests on the pipeline. The counter is incremented by a first
module when a request is received, decremented by a second
module when a request is handled, and read by the remainder
of'the modules to determine the number of pending requests.
Instead of a single public field, each module may instead use
a data field with a counter relevant to a specific purpose. The
first module has a counter tracking the number of requests
received and the second module has a counter corresponding
to handled requests. Both of these counter data fields are
broadcast to the remainder of the modules, who calculate the
pending requests by subtracting the handled counter from the
received counter.

In Step 514, the data field is accessed by the module
according to the specific rules of that type of field. In addition
to the broad rules that categorize the field, each independent

10

15

20

25

30

35

40

45

50

55

60

65

16

field may have additional rules governing access and use
which are specific to that data field exclusively. These addi-
tional rules may be specified by the data field, or a module’s
ability to use the data field may be internally restricted.

FIGS. 6A and 6B show an example of a distributed cache of
a simplified version of the pipeline of the invention being
managed in accordance with one or more embodiments of the
invention. The following is for example purposes only and not
intended to limit the scope of the invention.

The example is the operation of a simplified version of the
packet processing pipeline of the HCA. In the simplified
version, the packet processing pipeline may have generic
pipelined modules (602), QP states, cache blocks (604, 606)
and other components (not shown) required to implement one
or more embodiments of the invention. Each of the sub-cache
blocks (604) as well as the central cache block (606) has three
entries, and there are four available QP states, each with five
data fields.

A work request is received by the cache control module
(600) from a first module (602A) in the HCA pipeline. The
work request indicates that traffic is expected on QP #4 and
access to the QP state (614D) for #4 is needed. The cache
control module (600) queries the QP index table (608) using
the QP number, #4. The QP index table (608) returns the entry
within the QP index table (608) which is associated with QP
#4. The index entry includes a QP index number of QP State
#4 (614D) within the cache, and a reference counter, which
tracks the number of pending work requests. The reference
counter is incremented. The cache control module (600)
infers from the QP index number that QP State #4 (614D) is
not currently cached and ascertains the location of QP state #4
(614D) in main memory (612) by accessing the address table
(610), which translates the virtual address used by the mod-
ules into the physical address within memory (612). As the
distributed cache is currently fully occupied, a currently
cached QP state (614) must be evicted to accommodate the
new QP state (614D). The cache control module (600) checks
the reference counters of entries in the QP index table to
obtain a viable eviction candidate. As QP state #3 (614C),
resident of Entry 2 in the distributed cache, has no currently
pending work requests, QP state #3 (614c) is chosen. The QP
index table (608) and address table (610) are updated to
reflect the eviction of QP state #3. The cache control module
(600) partitions QP state #4 (6144) into its component data
fields as it is retrieved from main memory, and writes each of
the data fields into the sub-cache blocks (604) associated with
the modules (602) that require the data fields. This process is
detailed in FIG. 6B.

QP states (614), in this example, include five fields (616-
624). A private field (616) includes data that is only used by
module A (602A); a read-only field (618) includes data that is
required by modules A (602A) and B (602B); data in a broad-
cast field (620), is used by modules B (602B) and C (602C),
but may be affected by certain actions performed by module
A (602A); and a public field (622). The public field (622)
includes a data item produced by modules B (602B) and
consumed by module C (602C) and a second, distinct data
item that is only used by module A.

The private field (616) is written into sub-cache block A
(604A). Copies of the read-only field (618) are written into
sub-cache blocks A (604A) and B (604B). The broadcast field
is used by all three modules (602), and thus is written into all
three sub-cache blocks (604). No flags or permissions are
required for the broadcast field (620) in this case as the use of
the broadcast field (620) is limited, and function of the mod-
ules (602) is known. Because the first (622) of the two public
fields is used by two distinct sets of producing/consuming
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modules (602), the first public field (622) may be partitioned
into sub-fields (622A, 622B). The sub-fields (622A, 622B)
are dictated by rules associated with that specific field (622)
rather than just public fields in general. In this case, a private
field (622A), used only by module A (602 A) is written to
sub-cache block A (604A) and a broadcast field (622B), used
by modules B (602B) and C (602C), is written to sub-cache
blocks B (604B) and C (604C) After the QP state (614D) has
been written into the distributed cache, the QP index number
associated with the Entry 2 is returned to the requesting
module (602A).

While the invention has been described with respect to a
limited number of embodiments, those skilled in the art,
having benefit of this disclosure, will appreciate that other
embodiments can be devised which do not depart from the
scope of the invention as disclosed herein. Accordingly, the
scope of the invention should be limited only by the attached
claims.

What is claimed is:
1. A method for managing a distributed cache of a host
channel adapter (HCA), comprising:
receiving a work request comprising a queue pair (QP)
number;
determining, by a cache control module of the HCA, that a
QP state identified by the QP number is not in the dis-
tributed cache of the HCA,
wherein the QP state comprises a plurality of data fields,
and
wherein the distributed cache comprises a plurality of
sub-cache blocks;
retrieving the QP state from main memory;
identifying a first portion and a second portion of the QP
state,
wherein the first portion comprises a first subset of the
plurality of data fields required by a first module of the
HCA, and
wherein the second portion comprises a second subset of
the plurality of data fields required by a second mod-
ule of the HCA,;
storing the first portion into a first entry of a first sub-cache
block associated with the first module, wherein the first
entry is identified by a QP index number, wherein the
first sub-cache block is one of the plurality of sub-cache
blocks;
storing the second portion into a second entry of a second
sub-cache block associated with the second module,
wherein the second entry is identified by the QP index
number,
wherein the second sub-cache block is one of the plural-
ity of sub-cache blocks; and
returning the QP index number of the QP state to the first
module and the second module.
2. The method of claim 1, wherein determining that the QP
state is not in the distributed cache comprises:
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attempting to retrieve, from a QP index table, an index
entry associated with the QP state, wherein the index
entry comprises the QP index number of each entry in
the plurality of sub-cache blocks in which the QP state is
located within the distributed cache;

determining that the index entry is not present within the

QP index table.

3. The method of claim 2, wherein retrieving the QP state
from main memory further comprises:

obtaining a location of the QP state in the main memory

from an address table;

reading the QP state from the main memory.

4. The method of claim 2, further comprising:

selecting, based on a reference counter in the QP index

table, a resident QP state to evict, wherein the reference
counter represents a number of pending work requests to
evict; and

evicting the resident QP state from the distributed cache.

5. The method of claim 1, wherein the plurality of data
fields of the QP state comprises a private field, configured to
be read and written by the first module, and wherein the
private field is stored exclusively in the first entry.

6. The method of claim 1, wherein the plurality of data
fields of the QP state comprises a read-only field, configured
to beread by both the first module and the second module, and
wherein a first copy of the read-only field is stored in the first
entry and a second copy of the read-only field is stored in the
second entry.

7. The method of claim 1, wherein the plurality of data
fields of the QP state comprises a broadcast field, configured
to be read by the second module and written by the first
module, and wherein a first copy of the broadcast field is
stored in the first entry and a second copy of the broadcast
field is stored in the second entry.

8. The method of claim 7, further comprising:

broadcasting, by the first module, a change made to the first

copy of the broadcast field;

receiving, by the second module, the change; and

altering, by the second module, the second copy of the

broadcast field to reflect the change.

9. The method of claim 1, wherein the plurality of data
fields of the QP state comprises a public field, configured to
be read and written by the first module and the second mod-
ule, wherein only one module can write the public field at a
given time.

10. The method of claim 9, wherein the public field is
stored in a central cache block of the HCA.

11. The method of claim 9, further comprising:

determining that the public field may be split into a plural-

ity of non-public data fields;

partitioning the public field into the plurality of non-public

data fields; and

storing the plurality of non-public data fields in the first

entry and the second entry.
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